NONOXEHUE
0 nopsiAKe XpaHeHUA U 3aLUTbI NePCOHaNbHbLIX AaHHbLIX NONb3oBaTenen

1. TepMuHbI U onpeaeneHus
CanT — COBOKYMHOCTb NPOrpaMMHbIX U annapaTHbix cpeacts ana 9BM, obecneumBatollmx nybnvkauuo ons
BceobLero 0603peHns MHOPMaUMM U  AaHHbIX, OOBbEAUHEHHbIX OOWWUM LUeneBbiM Has3HaYeHVeM,
NMocpeacTBOM TEXHUYECKUX CPeACTB, MPUMeHseMbIX ANns cBAsn mexay OBM B cetn UHTepHerT. MNMog Cantom
B [MonoxeHun noHnmaeTca Cant, pacnonoxeHHsln B cetn WHTepHeT no agpecy: www.fgroup.global.
Monb3oBaTtenb — nboe dusnyeckoe NMUO, ABMASIOLLEECH NoNb3oBaTeNeM ceTn VIHTepHET 1, B YaCTHOCTH,
Cant n odpopmusLLee 3aka3 Ha Cavite www.fgroup.global.
®epepanbHbIN 3aKoH (P3) — PenepanbHbIn 3akoH OT 27.07.2006 Ne 152 ®3 «O nepcoHanbHbIX AaHHBIX»
(oanee — 3akoH 0 NnepcoHanbHbIX AaHHbIX).
MNepcoHanbHble AaHHble — nobas MHMOPMaUMs, OTHOCALLAACA NPAMO UMM KOCBEHHO K OnpeAenieHHOMY
unun onpegensemMomy usmdyeckomy nuuy (CydbekTy nepcoHanbHbIX AaHHbIX).
Onepartop — opraHunsaums, CamoCTOATENbHO UM COBMECTHO C APYrMMW nMuamu opraHusytowias oopaboTky
nepcoHanbHbIX AaHHbIX, @ Takke onpegensowas ueny obpaboTkn nepcoHanbHbIX AaHHbIX, MNOAMeXaLumnx
obpaboTke, AenCTBMA (Onepaumun), coBepluaemble C MepcoHanbHbIMU AaHHbIMW. OnepaTopoM sBRsieTcH
FGroup, agpec: 119530, r. Mocka, O4yakoBckoe wocce, g. 32, ctp. 15.
O6paboTka nepcoHanbHbIX AaHHbIX — nOboe gencTeme (onepaursl) UNM COBOKYNHOCTb AENCTBUM
(onepaumn), coBepLuaemMbiXx C UCMOMNb30OBaHMEM CpeACcTB aBToMaTmsaumm unu 6e3 MCnonb3oBaHUSA TakuxX
CpeacTB C NepcoHarnbHbIMUM AaHHBIMK, BKIOYas cbop, 3anucb, cucteMaTusauunio, HakonneHme, XpaHeHuve,
yTouyHEeHne (OBHOBNEHWe, W3MEHeHue), W3BMeYvYeHne, WCnonb3oBaHue, nepegady (pacnpocTpaHeHue,
npegocTaBneHue, [octyn), obesnuumsaHve, OMNoOKMpoBaHWe, YyAaneHwe, YHUYTOXEHWEe MepcoHanbHbIX
AaHHbIX.
ABTOMaTU3MpoBaHHasA obpaboTka nepcoHanbHbIX AaHHbIX — 06paboTka nepcoHanbHbIX AaHHbIX C
NMOMOLLbIO CPEACTB BblYNCIINTENBHON TEXHUKN.
PacnpocTpaHeHue nepcoHanbHbIX AaHHbIX — OEWCTBUE, HamnpaBfieHHOE Ha PacKpbITME MepPCOHarnbHbIX
AaHHbIX onpedeneHHOMY Kpyry nuvuy Mo npeaBapuTenbHOMY COrnacuio, B Cryyasx, NpeayCMOTPEHHbIX
3aKOHOM.
MNpenoctaBneHnMe nepcoHanbHbIX AAHHLIX — AEVCTBUS, HanpaBfieHHble Ha packpbliTMe MepCcOHarbHbIX
AaHHbIX onpeAeneHHOMY fnuy Uin onpeaeneHHoOMy Kpyry fuu,.
BnokupoBaHue nepcoHanbHbIX AAaHHbIX — BPEMEHHOE npekpaileHne obpaboTkM nepcoHanbHbIX AaHHbIX
(3a ucknoyeHvem criyqaes, ecnm obpaboTka Heobxoguma AN yTOYHEHUSA NePCOHanNbHbIX AAHHbIX).
YHUYTOXKEHNE NepCOoHarnbHbIX AaHHbIX — OAENCTBUSA, B pe3ynbTaTe KOTOPbIX CTAHOBUTCA HEBO3MOXHbIM
BOCCT@HOBUTb COAEepXaHue nepcoHanbHbIX AaHHLIX B MHAOPMAaLMOHHON CUCTEME MEePCOHanbHbIX AaHHbIX
n/vnu B pesynbTaTte KOTOPbIX YHUYTOXAKTCS MaTepuarbHble HOCUTENN NePCOHanbHbIX AaHHbIX.
O6Ge3nuumBaHue nNepcoHanbHbIX AaHHbIX — AENCTBUS, B pe3yfbTaTe KOTOPbIX CTAHOBUTCS HEBO3MOXHbIM
6e3 ncnonb3oBaHUSA AONOMHUTENBHOW MHOpMaLUM onpeaennTb NPUHAANEXHOCTb NEPCOHAarbHbIX AaHHbIX
K KOHKPETHOMY CYObeKTy nepcoHarnbHbIX AaHHbIX.
MHudopmaumoHHas cuctema nepcoHanbHbix aaHHbIX (UCMOH) — COBOKYNHOCTb coaepxalumxcs B 6asax
AaHHbIX MepcoHanbHbIX AaHHbIX M obecneumBaloWnx KX 06paboTKy MHEPOPMAaLMOHHBLIX TEXHOMOrnnh U
TEeXHUYECKNX CpeacTB.

2. O6Lwue nonoxeHus
2.1. lNonoxeHne 0 nopsgke XpaHeHUs 1 3awwmnTbl NepcoHanbHbIX AaHHbIX [Nonb3oBaTtenen Canta (ganee —
MonoxeHne) paspaboTaHo C uenbko cobniogeHua TpeboBaHWM 3akoHodaTenscTBa PP, copepxalymx
nepcoHanbHble AaHHble 1 naeHTudukauun Nonb3oBaTtenewn, Haxogawmxcsa Ha Cavte.
2.2. TlonoxeHwe paspabotaHo B cooTBeTCcTBMM C KoHcTutyumen PO, [paxgaHckum kogekcom PO,
OEVNCTBYIOLLMM 3aKkoHoA4aTeNsCTBOM PO B 06n1acTy 3awutbl NepcoHanbHbIX AaHHbIX.
2.3. TlonoxeHue ycTaHaBnMBaeT nNopsgok obpaboTkM nepcoHanbHbIX AaHHbIX [Monb3oBatenen Cawira:
AencTBna no cbopy, cuctematmsauny, HaKOMIEHUO, XPaHEHWIO, YTOYHEHUIO (OOHOBMEHUIO, N3MEHEHMIO),
YHUYTOXEHUWIO NMEPCOHArbHbIX AaHHbIX.
2.4, TlonoxeHue ycTaHaBnuBaeT obsa3aTenbHble Ans coTpyaHukoB Onepartopa, 3a4elCTBOBaHHbIX B
obcnyxmBaHum Cawita, obwwne TpeboBaHWss M npaBuna no pabote CO BCeEMUM BUOAMU HOCUTENEN
MHdOPMaLUK, cogepKalmmMmmn nepcoHarnbHble gaHHble Nonb3oBaTtenen Canra.
2.5. B lNonoxeHun He paccmaTpyBaloTCs BOMPOChbl obecneyeHnss 6e30MacHOCTM MepPCOoHarnbHbIX OAHHBIX,
OTHECEHHbIX B YCTAHOBIIEHHOM TMOpPsSiAKE K CBEOEHWsIM, COCTaBMSOWMM TOCYAapCTBEHHY TavHy
Poccuiickon ®epepauum.
2.6. Llenamu MNonoxeHusa apnaTcs:
— obecneuyeHne TpeboBaHMN 3awmTbl MNpaB KM CcBOGOA YeroBeka, W rpaxgaHuHa npu obpaboTke
NepcoHarnbHbIX AAaHHbIX, B TOM YUCME 3alinThl NpaB Ha HEMPUKOCHOBEHHOCTb YACTHOM KU3HW, FNNYHYKO U
CEMEWHYI0 TalHy;



— UCKNIOYEHME HECaHKLUNOHNPOBaHHbIX AeNCTBUIA coTpyaHUKoB OnepaTtopa v nobbix TpeTbux nui no coopy,
cuctemaTmsaumm, HaKoNMeHMo, XpaHeHUo, YTOUHEHUIO (0BHOBMNEHMIO, U3MEHEHMWIO) NEePCOHAaNbHbLIX AAHHbIX,
WHbIX (POPM HE3aKOHHOro BMellaTenbCTBa B UH(OPMALMOHHbIE PECYPChbl N MOKaNbHY BbIMUCINTENBHYIO
cetb Onepatopa, obecrneyeHne NpPaBoOBOrO W  HOPMATMBHOIO  pexmma  KOHMMAEHUMaNbHOCTH
HeJOKyMeHTupoBaHHon nHdopmaumm MNMonb3oBatenen Canta; 3aWjuta KOHCTUTYLIMOHHbIX NpaB rpaxaaH Ha
NNYHYIO  TarHy, KOHMUOAEHUMANbHOCTb CBEAEHWW, COCTaBNSAOWMX MNepcoHamnbHble AdaHHble, W
npenoTBpaLleHne BO3HNKHOBEHWSI BO3MOXHOW yrpo3bl 6e3onacHocTu Monb3oBatenen CanTa.

2.7. MpuHumMnbl 06paboTkM NepCoHanbHbIX AaHHbIX:

— 0bpaboTka nepcoHarbHbIX AaHHbIX JOJPKHA OCYLLECTBIATLCA HA 3aKOHHOW U CnpaBeasiMBO OCHOBE;

— obpaboTka nepcoHanbHbIX AaHHbIX AOMMKHA OrpaHN4MBaTbLCS [OOCTMXKEHMEM KOHKPETHLIX, 3apaHee
onpeferneHHbIX U 3aKOHHbIX Lienen. He gonyckaeTtca obpaboTka nepcoHanbHbIX AaHHbIX, HECOBMECTUMAasd C
uensmu cbopa nepcoHarnbHbIX OaHHbIX;

— He ponyckaeTtcs obbeanHeHne 6a3 OaHHbIX, coAepXallmx nepcoHanbHble AaHHble, obpaboTka KOTOPbIX
OCYLLIECTBNSETCA B LieNsAX, HECOBMECTUMbIX MexXay cobow;

— 06paboTke noanexarT TONbKO NepPCoHarnbHble AaHHbIE, KOTOPbIE OTBEYAKT LEeNam ux obpaboTku;

— cogepXaHue n 0obemM obpabaTbiBaeMbIX NEPCOHANbHbBIX AaHHbIX AOJMPKHbI COOTBETCTBOBATL 3asiBIIEHHBIM
uenam obpaboTtku. OOpabaTtbiBaeMble MNepcoHanbHble AaHHble He [OMKHbl OblTb M3ObLITOYHBIMK MO
OTHOLLIEHUIO K 3asiBNTEHHBIM LiENsAM nx obpaboTku;

— npu 06paboTke NepcoHanbHbIX AaHHbLIX OOMKHbI ObITb 00ecneyYeHbl TOYHOCTb MEePCOHANbHbIX AaHHbIX, UX
OOCTaTOYHOCTb, @ B HeOoDOXOAMMbLIX CIy4asix M akTyanbHOCTb MO OTHOLWEHWO K uensm o6paboTkm
nepcoHanbHbIX AaHHbIX;

— XpaHeHue nepcoHasnbHbIX AaHHbIX AOMKHO OCYLLECTBMATLCS He OOnblue, YeM 3TOro TpebyT uenu
00paboTkn nepcoHanbHbIX [OaHHbIX, €CNN CPOK XPaHEHWs1 MEepPCOHamnbHbIX [OaHHbIX HEe YCTaHOBIEH
depepanbHbIM 3aKOHOM, LJOrOBOPOM, CTOPOHOM KOTOPOro siBnsetcs [Nonb3oBaTens;

— obpabaTbiBaeMble nepcoHanbHble AaHHble MNOAMeXaT YHUYTOXEHUO nubo 006e3nMunBaHuio Mo
AOCTWXEHUM Lenen obpaboTkum wnu B criydae yTpatbl HEOOXOAMMOCTU B AOCTMXKEHUM 3TUX LEenen, ecrnu
MHOoe He npeaycmoTpeHo deneparnbHbIM 3aKOHOM.

2.8. YcnoBus 00paboTku nepcoHarnbHbIX OaHHbIX.

2.8.1. O6paboTka nepcoHanbHbiX QAaHHbiXx [lonb3oBaTtenen Canta oOCyLWECTBNSAETCS Ha OCHOBaHWUU
paxpaHckoro kogekca PP, KoHctutyumumn PO, gencTBytollero 3akoHogaTenoctea PP B obnacty 3awwmThbl
nepcoHanbHbIX AaHHbIX.

2.8.2. ObpaboTka nepcoHanbHbIX AaHHbIX Ha CanTe ocyuwlecTBnseTcs ¢ cobnogeHMeM MNPUHLKMOB ©
npaeur, NpegycMoTpeHHbIX [NonoxeHnem n 3akoHogaTenscTBoM PO.

O6paboTka nepcoHarnbHbIX aHHbIX JOMYCKaeTCH B CriegyroLmx cny4vasx:

— obpaboTka nepcoHanbHbIX AaHHbIX Heobxoguma Aanda ucnonb3oBaHus Canta, CTOPOHOM KOTOPOro
aBnsietca lNonb3oBartens;

— 0obpaboTka nepcoHanbHbIX AaHHbIX HeobGXxoauma AN 3almThl XU3HW, 300POBbS WUMN MHBIX XU3HEHHO
BaXkHbIX MHTepecoB Nonb3oBatensa Cavita, ecnv Nony4yeHne cornacms HEBO3MOXHO;

— obpaboTka nepcoHarnbHbIX AaHHbIX HeoOXoAuMMa Ansi OCYLIECTBIIEHMS MPaB M 3aKOHHbIX WHTEPECOB
OnepaTopa unu TpeTbux nuy, NMbo Ana JOCTUXKEHMS 0OLLECTBEHHO 3HAYMMBbIX LIENEN Npu yCrioBmm, YTO Npu
3TOM He HapyLwatTcs npaBa u ceobogpl Nonb3oBaTtenen Canta;

— obpaboTka nepcoHarnbHbIX AaHHbIX OCYLLECTBMNSETCA B CTATUCTUYECKMX WIM UHBIX MCCIedoBaTENbCKMX
uensx, 3a UCKMo4YeHnem obpaboTku NepcoHanbHbIX OAaHHbLIX B LEeNsx NPoABMXKEHWS TOBapOB, paboT, ycnyr
Ha pblHKE MyTEM OCYLLECTBIIEHUSA MPSMbIX KOHTAKTOB C MOTEHUManbHbIMU MOTPEOGUTENAMU C MOMOLLBIO
CPEeACTB CBA3W, @ Takke B LieNax MONMTMYECKOM aruTaumm, npu ycrnoBumn obssaTtenbHoro obesnuumBaHus
nepcoHanbHbIX aHHbIX.

2.9. Llenun 06paboTkm nepcoHanbHbIX AaHHbIX.

2.9.1. Ob6paboTka nepcoHanbHbIX AaHHbIX [Monb3oBatenent CanTa OCYLLECTBMASETCS WUCKIHUYUTENBHO B
Lenax npegocrtasneHus MNonb3oBaTento BO3MOXHOCTU B3auMogencTBoBatb ¢ Cantom.

2.9.2. CegeHnsaMK, COCTaBNSOLWMUMM NepcoHarnbHble AaHHble Ha CawnTte, siBnsetcs nobas nHdopmaums,
OTHOCSILLLAsACH K onpeferieHHoMy unn onpefenseMoMy Ha OCHOBaHWW Takon MHdopmauun usanyeckomy
nuuy (CyObekTy NnepcoHanbHbIX AaHHbIX).

2.10. IcTouHUKM nonyyeHus nepcoHanbHbIX AaHHbIX [onb3oBaTenen.

2.10.1. WcTouyHMkoM UHopmauunm 000 Bcex MepcoHanbHbIX [AaHHbIX [lonb3oBaTtensa sBnseTcs
HenocpeacTBeHHO cam lMonb3oBaTtens.

2.10.2. WcTodHvKOM WHOpMaumMmM o nepcoHanbHblXx AaHHbIX [lonb3oBaTens SBNATCA CBeAeHus,
nony4yeHHble BCrieacTBue npegocraeneHms Onepatopom Nonb3oBaTento npae nonb3oBaHusa Cantom.
2.10.3. TlepcoHanbHble AaHHble [lonb3oBaTenieM OTHOCATCA K KOHmaeHumanbHOM WHpopmaumn
OrpaHWYeHHOro gocTyna.

2.10.4. Ob6ecneyeHns KOH(MAEHLMANBbHOCTU MEepPCOoHanbHbIX AaHHbIX He TpebyeTca B cnyyae ux
0be3nnunBaHus, a Takke B OTHOLUEHMM 00LWEeOOCTYMHbIX NEPCOHANBbHbLIX AAHHbIX.



2.10.5. OnepaTtop He umeeT npasa cobupaTtb M 0bpabaTbiBaTb NepcoHanbHble AaHHble [lonb3oBaTens o ero
pacoBoW, HaLMOHamNbHOW MPUHAOMEXHOCTW, MONMUTUYECKUX B3rngaax, PEenUrnmosHbiX UMM UNOCOCKUX
ybexaeHnsix, 4aCcTHOM XKWM3HW, 3a MUCKMKYEHWEM crydyaeB, MpPeayCMOTPEHHbIX  OENCTBYIOLLMM
3aKOHO4AaTENbCTBOM.

2.10.6. Onepatop He MMeeT NpaBa nony4atb 1 obpabaTbiBaTb NepcoHarnbHble AaHHble [lonb3oBaTens 0 ero
YneHCTBEe B OOLWECTBEHHbIX OOBLEAMHEHWAX WM ero MNpodCO3HON OEATENbHOCTU, 3a WCKMYEHMEM
crnyyaeB, NpefycMoTpeHHbIX PefepanbHbiM 3aKOHOM.

2.11. Cnocobbl 06paboTKM NepcoHarbHbIX AaHHbIX.

2.11.1. TlepcoHanbHble AdaHHble [lonb3oBaTenenm Canta ob6pabaTbiBalOTCA  UCKMIOYUMTENBHO C
1cnonb3oBaHWEM CpeacTB aBToOMaTM3aumm.

2.12. lNpaBa cybbekToB ([lonb3oBaTenen) nepcoHanbHbIX AaHHbIX.

2.12.1. lNonb3oBaTenb nMeeT NpaBo Ha nonyyeHne cesegeHut 06 OnepaTope, O MeCcTe ero HaxoXaeHus, o
Hanuumm y Onepartopa MnepCoHarnbHbIX OAHHbIX, OTHOCALUXCH K KOHKPETHOMY CyObekTy nepcoHanbHbIX
AaHHbiX ([Monb3oBaTtenio), a Takke Ha O3HaKoOMIIeHME C TakMMW MepcoHanbHbIMW  AaHHbIMK, 3a
WCKITIOYEHMEM CNyYaeB, NpeayCMOTPEHHbIX YacTbio 8 cTaTtbk 14 3akoHa O NepcoHanbHbIX AaHHbIX.

2.12.2. Tonb3oBaTenb MMeET NpaBo Ha nomnyyeHve ot Onepartopa Npu NMYHOM obpalleHun K Hemy nmbo
npu nonydyeHnn OnepaTtopoM MUCbMEHHOrO 3anpoca oT [lonb3oBaTens cnegywwen KHdopmMauum,
KacatoLericst 06paboTKu ero nepcoHarnbHbIX JaHHbIX, B TOM YMCMe CoaepXKallen:

— nogTeepxaeHue akra 06paboTkn nepcoHanbHbIX aHHbIX OnepaTopoM, a Takke Lierb Takon o6paboTku;
— NpaBOBbIE OCHOBaHMUS U Lienin 06paboTKM NepcoHarnbHbIX AaHHBIX;

— uenu n npumeHsieMmble OnepaTtopomM cnocobbl 06paboTkn NepCoOHanbHbIX AHHbIX;

— HavMeHoBaHWe u MecTo HaxoxaeHuss OnepaTopa, cBedeHuWs O nuuax (3a ucknwyeHvem paboTHWMKOB
oneparopa), KoTopble WMEKT AOCTYNM K MepcoHanbHbIM AaHHBIM UMM KOTOPbIM MOryT ObITb pPacKpbIThbl
nepcoHanbHble AaHHble Ha OCHOBaHWMW gorosopa ¢ OnepaTtopom unun Ha ocHoBaHuM PefepanbHOro 3aKoHa;
— obpabaTbiBaeMble nepcoHarnbHble AaHHble, OTHOCHALLMECS K COOTBETCTBYIOLLEMY CyObeKTy nepcoHanbHbIX
OaHHbIX, UICTOYHUK WX MOMy4YEHMs, €CNN UHOW NOPSIAOK MPeoCTaBEHNSA TakMX OaHHbIX HE NpegyCMOTPeEH
dPepepanbHbIM 3aKOHOM;

— Cpokun 06paboTkn NepcoHanbHbIX 4AHHBLIX, B TOM YMCIE CPOKU UX XPaHEHUS;

— MOpsSJOK OCYLLECTBMNEHMS CyObLEKTOM NepCoHanbHbIX AaHHbIX MpaB, NpegycMOTpeHHbIX PedepanbHbIM
3aKOHOM;

— MHopMauuio 06 OCyLLECTBIIEHHOM UM O NpeanoiaraeMorn TpaHCrpaHMYHOM nepefaye AaHHbIX;

— HauMMeHOBaHWe wnuM amMunuio, uMs, OTYECTBO W agpec nuvua, ocylecTersowero obpaboTky
nepcoHanbHbIX AaHHbIX MO nopyyeHuto OnepaTopa, ecnvm obpaboTka nopyyeHa nnu ByaeT nopyyeHa Takomy
nuuy;

— VHblE CBeAeHus, npenycMoTpeHHble PegepanbHbiM 3aKOHOM UK ApyruMmin oegepanbHbIMN 3akoHaMU;

— TpeboBaTb M3AMEHEHUS, YTOUYHEHUS, YHUUTOXEHNS MHGOpMauumn o caMmoMm cebe;

— obxanoBaTb HenpaBOMepHble AencTBus unu GesgenictBue no obpaboTke nepcoHanbHbIX AaHHbIX Y
TpeboBaTb COOTBETCTBYHIOLLEN KOMNEHCAUUN B CYAE;

— Ha [JOMNOSfIHEHWE NepCcoHarbHbIX [AaHHbIX OLEHOYHOro XapakTepa 3asiBIEHMEM, BbIpaXKaloLWMM €ro
COOCTBEHHYIO TOYKY 3pEHWS;

— onpeaenaTb NpeAcTaBuUTEnen Ans 3almTbl CBOUX NEPCOHANbHbBIX AaHHbIX;

— TpeboBaTtb oT Onepartopa yBegomseHns 060 BCeX NPOU3BEOEHHbIX B HAX U3MEHEHUSIX UITN UCKITHOYEHUSIX
N3 HUX.

2.12.3. MNonb3oBaTtenb MMeeT npaBo obxanoBaTb B YMNOTHOMOYEHHOM OpraHe no 3awute npae cybbekToB
nepcoHanbHbIX AaHHbIX UK B cyaebHoMm nopsake gencteus unn 6esgenicteue OnepaTtopa, €Cnv cYnTaer,
4YTO nocnegHun ocyllecTBnseT 06paboTKy ero nepcoHanbHbIX AaHHbIX C HapyweHvem TpeboBaHun
depepanbHoro 3akoHa «O nNepcoHanbHbIX AaHHBIX» UK MHBIM 00pa3oM HapyLlaeT ero npasa U cBOOOAbI.
2.12.4. MNonb3oBaTtenb NepCoHanbHbIX AaHHLIX UMEET MPaBO Ha 3aLUTy CBOMX MPaB U 3aKOHHbIX MHTEPECOB,
B TOM YMCIe Ha BO3MeELLEHNe YObITKOB 1 (1K) KOMMNEHCaLMI0 MOpanbHOro Bpeaa B cyaebHoM nopsigke.
2.13. O6sa3aHHOCcTN OnepaTopa.

213.1. Mo dakry nunyHoro obpalleHnss nMbo npu MOMyYeHUM MMCbMEHHOTO 3anpoca cybbekTa
nepcoHanbHbIX JaHHbIX UNK ero npeacrtasutens Onepartop, NpU HaNMYUKU OCHOBaHWI, 06a3aH B TeyeHne 30
OHen c patbl obpauweHus nmnbo nonyveHus 3anpoca cybbekTa nepcoHanbHbIX AaHHbIX WAKM  ero
npeacTaBuTens nNpefocTaBuTb cBedeHuss B obbeme, ycTaHoBneHHom ®deaeparnbHbiM 3akOHOM. Takue
cBeAeHMs JOMKHBI ObITb NPeaoCcTaBneHbl CyObEKTY NEPCOHANbHBIX AAHHbIX B AOCTYNHOW (QOPME, U B HUX He
OOJMKHBI coaepXXaTbCsA NepPCOoHaribHble JaHHbIE, OTHOCALLMECS K APYTMM CyObekTaM NepcoHanbHbIX OAHHbIX,
3a VCKITIOYEHUEM CIy4aeB, €CIM MMEKTCS 3aKOHHble OCHOBAaHWS AN PacKpbIiTUS TakMX MepCOHanbHbIX
OaHHbIX.

2.13.2. Bce obpaleHuss cyObekToB MepcOoHanbHbIX AAHHbIX MM UX NPeacTaBUTENEN PEerucTpupyloTcs B
KypHane ydeta obpalleHuin rpaxgaH (CyObekToB NepCoHarnbHbIX AaHHbIX) MO Bornpocam 00paboTku
nepcoHarnbHbIX AaHHbIX.



2.13.3. B cny4yae oTkasa B npegocTaBfieHnn CybbekTy nepcoHanbHbIX AaHHbIX UNKW ero npeacTaBuTento npu
obpalleHnn nMbo npu nonyvyeHunm 3anpoca cybbekTa nepcoHanbHbIX OaHHbIX UKW ero npegcraBuTens
UHOPMALMM O HanMyYUKU NepcoHarnbHbIX OAHHBLIX O COOTBETCTBYIOLEM CyObekTe nepcoHarnbHbIX AaHHbIX
Onepatop 06f3aH AaTb B MWUCbMEHHOW (OpPMEe MOTMBMPOBAaHHLIV OTBET, COAEepXaluMin CCbIfKy Ha
nonoxeHne vactn 8 crtatby 14 3akoHa O nepcoHanbHbIX OaHHbIX WM MHOro heaepanbHOro 3akoHa,
ABMSAOLLEeCs OCHOBaHWEM A1 Takoro oTkasa, B CPOK, He npesbiwatowmii 30 gHen co aHA obpalieHuns
cybbekTa nepcoHarnbHbIX AaHHbIX UMM ero npeactasutensd, nNubo C AaTtbl NofyyeHus 3anpoca cybbekTa
nepcoHanbHbIX AaHHLIX UMK ero npeacTasuTens.

2.13.4. B cnyyae nonyyeHus 3anpoca OT YMNOMIHOMOYEHHOro opraHa no 3awuTe npaeB CyObekToB
nepcoHanbHbIX AaHHbIX O MNpedocTaBneHun  MHgopmauun, HeobxoaMMOon Ans  OCyLecTBreHus
OeATenbHOCTN yKa3aHHOro opraHa, Onepartop 06a3aH cooOLWNTE Takyto MHAOPMALMIO B YNONHOMOYEHHbIN
opraH B TedeHue 30 gHer ¢ AaTbl NONYYEHUS Takoro 3anpoca.

2.13.5. B cnyyae BbIsiBNEHWs1 HenpaBoMepHON ob6paboTkM nepcoHanbHbIX AaHHbIX NpyU obpalleHun nnm no
3anpocy cybbekTa nepcoHarnbHbIX AaHHbIX UNKW ero npeactaBuTens nMbo YNONHOMOYEHHOro opraHa no
3awmTte npaB CyOBEKTOB MepcoHanbHbiX AaHHbIX OnepaTtop 06s3aH ocywecTBUTb OGnokupoBaHue
HenpaBoMepHO 06pabaTbiBaeMbIX MEPCOHAsbHBIX AaHHbIX, OTHOCALLMXCHA K 3TOMY CyOBbEKTY nepcoHarnbHbIX
AaHHbIX, C MOMEHTa Takoro obpalleHns nunv nonyyYeHns yKasaHHoro 3anpoca Ha nepvog npoBepkKy.

2.13.6. B cnyyae BbiIBNieHMs1 HenpaBOMepHOW 06paboTkM MNepcoHamnbHbIX AaHHbIX, OCYLLECTBSIEMOW
OnepaTtopoM, NoCneAHnI B CPOK, HE MPeBbILLaLWUA Tpex pabounx gHen ¢ AaTtbl 3TOr0 BbiSBMEHWs, 0653aH
npekpaTuTb HenpaBoMepHYo 06paboTky NepcoHanbHbIX AaHHbIX. O6 yCTpaHeHMN OONYLUEHHbIX HAPYLLIEeHWI
OnepaTop 0653aH yBegomMuTb CybbekTa nepcoHanbHbIX AaHHbIX UK ero NpeacTaBuTens, a B cnyvyae ecnm
obpalleHne cybbekTa nepcoHasnbHbIX AaHHBIX UKW ero npeacrasuTens nNubo 3anpoc ynOSTHOMOYEHHOro
opraHa no 3awure npas CyObEKTOB NepCcoHarbHbIX AaHHbIX Obiny HanpasneHbl YNOMHOMOYEHHbIM OpPraHoM
no 3awimTe npaB CybbEeKTOB NePCOHanbHbIX AAaHHbIX, TAKKE YKa3aHHbIA OpraH.

2.13.7. B cnyyae poctmwxkeHuns uenu obpaboTkM nepcoHanbHbiX daHHblx OnepaTop 06s3aH npekpaTuTb
06paboTKy MepcoHanbHbIX AAHHLIX U YHUYMTOXWTb MepCcoHarnbHble OaHHble B CPOK, He npesbiwatowmin 30
paboumnx gHen ¢ gatbl AOCTUXKEHNA Leny o6paboTkn NepCcoHanbHbIX AaHHbIX, €CMM MHOE He MPeayCMOTPEHO
[AOroBOPOM, CTOPOHOW KOTOPOTO ABMSAETCA CYyObEeKT NepCOHamNbHbIX AaHHbIX.

2.13.8. 3anpelwiaetcsa MNpuUHATAE Ha OCHOBAHWM WUCKIIOYMTENbHO aBTOMAaTM3NPOBaHHOW 06paboTku
nepcoHanbHbIX AaHHbIX PeLIeHWI, MOPOXAALWMUX OPUANYECKME MOCNEeACTBUA B OTHOLWEHWM cybbekTa
nepcoHanbHbIX AaHHbIX U MHBbIM 0OpPa3oM 3aTparnBatLLMX ero NpaBa 1 3aKOHHbIE MHTEPECHI.

2.14. Pexum koHMAEHUNANbHOCTM NEPCOHarbHbIX AaHHbIX.

2.14.1. OnepaTtop obecneunmBaeT KOHPMAEHUNANbHOCTb U 6e30NacHOCTbL MEePCOHanbHbIX AaHHbIX NPU KX
0bpaboTke B COOTBETCTBMM C TpebOBaHUAMN 3akoHo4aTeNnbCcTBa PO.

2.14.2. OnepaTop He packpbiBaeT TPeTbUM NULAM W He PacrnpocTpaHseT nepcoHanbHble AaHHble 6e3
cornacus Ha 310 cybbekTa nepcoHarnbHbIX AaHHbIX, €CNN MHOe He npeaycMoTpeHo deaepanbHbIM 3aKOHOM.
2.14.3. B cOOTBETCTBMU C NEPEYHEM NepCcoHarnbHbIX AaHHbIX, 0bpabaTbiBaembIX Ha canTe, NepcoHanbHble
AaHHble MNMonb3oBaTtenen Canta aBNsOTCA KOHuAeHUMansHon nHdopmaumen.

2.14.4. Nuua, ocywecTBnsAwme ob6paboTKy nepcoHanbHbIX AaHHbIX, 00653aHbl cobniogate TpebGoBaHus
pernameHTMpyloWmux gokymeHToB OnepaTopa B YacTu obecneyeHns koHduaeHUMansHoCcTu n 6esonacHocTu
nepcoHanbHbIX AaHHbIX.

3. ObpaboTka nepcoHasnbHbIX AaHHbIX
3.1. MNepeyeHb o6pabaTbiBaeMbIX NEPCOHarnbHbIX AaHHbIX [lonb3oBaTene:
— thamununs;
— nvg;
— OTYECTBO;
— 3NEKTPOHHadA NoYTa;
— Ha3BaHWe opraHu3auuu;
— NpodunbL opraHu3auum;
— HOMep TenedoHa;
3.2. [luya, nmerowwme npaBo AocTyna K nepcoHarbHbIM AaHHbIM.
3.2.1. TlpaBom pgocTyna K MepcoOHanbHbIM [AaHHbIM CyObekToB obnagaloT nuvua, HaaeneHHble
COOTBETCTBYIOLLUMU MOSTHOMOYUSMW B COOTBETCTBUMN CO CBOUMMU CIY>KEOHBIMM 06513aHHOCTSAMM.
3.2.2. lepeyeHb nuu, UMelOLMX [OOCTYN K MepCcoHanbHbIM [aHHbIM, YTBEpXAaeTcsd reHeparnbHbIM
anpektopom Oneparopa.
3.3. NopsimoK 1 CpOKM XpaHeHWs MepcoHarnbHbIX AaHHbIX Ha CanTe.
3.3.1. Onepatop ocyLiecTBNsET TONbKO XpaHeHne NepcoHanbHblX AaHHbIX [onb3oBaTtenen Ha CanTe.
3.3.2. Cpokn XxpaHeHuss nepcoHanbHbIX AaHHbIX [lonb3oBaTtenen Ha CanTe onpegerneHbl YCNOBUSIMU
Monb3oBaTenNbCKOro CornalleHnsi, BBOOATCH B AEWCTBME C MOMEHTa MpuHATUS (akuenta) MNonb3oBatenem
AaHHoro cornaweHuns Ha Cavite u OencTByOT 4O Tex nop, noka [Nonb3oBaTenb He 3asBUT O CBOEM XeraHuu
yAanuTb CBOU NepcoHanbHble AaHHble ¢ CanTa.



3.3.3. B cnyyae ynaneHusa panHbix ¢ CailTa no mHMUMaTMBe OHOW M3 CTOPOH, @ MMEHHO NpeKpalleHus
ucnonb3oBaHusa Cavita, nepcoHanbHble AaHHble [lonb3oBaTensa xpaHaTca B 6asax AaHHbIx OnepaTtopa naTb
neT B COOTBETCTBMM C 3aKoHoAATensCTBOM PO.

3.3.4. Tllo wcTeyeHMM BbllEyKa3aHHOTO CpOKa XpaHEeHUs MepcoHanbHbIX AaHHbix [lonb3oBaTtens
nepcoHanbHble AaHHble [lonb3oBaTens yaanslTcd aBTOMaTMYecKM 3afaHHbIM anropuTMOM, KOTOpPBIN
3apaet OnepaTop.

3.3.5. Onepatopom He Bepgetcss obpaboTka nepcoHamnbHbiX AaHHbix [lonb3oBaTenen Ha OyMaXKHbIX
HoCUTENAX MHOPMaLUK.

3.4. bnoknpoBaHmne NepcoHanbHbIX AaHHbIX.

3.4.1. lNMoag 6nokMpoBaHMEM MEPCOHAanNbHbLIX AAHHLIX MOHMMAaeTcs BpeMeHHoe npekpaweHne OnepaTopom
onepauun no wux obpaboTtke no TpeboBaHuio [lonb3oBaTens npu BbIABNEHUN UM HELOCTOBEPHOCTU
obpabaTbiBaeMbIX CBEAEHMI UMW HENPABOMEPHbIX, MO MHEHWUIO CyObeKkTa NepCcoHanbHbIX AAHHbIX, 4ENCTBUIA
B OTHOLLEHWMW €ro OaHHbIX.

3.4.2. Onepatop He nepefaeT nepcoHanbHble AaHHble TPeTbUM nuuam u He nopyyvyaeT obpaboTky
nepcoHanbHbIX AaHHbIX CTOPOHHMM nuvuaM K opraHmsauusM. [lepcoHanbHble AaHHble [lonb3oBaTtenen
Cawita o6pabaTbiBaloT TONbKO COTPYAHMKM OnepaTtopa (agMuMHUCTpaTopbl 6a3 AaHHbIX U T. 4.), AONYLWEeHHble
YCTaHOBIMEHHBIM NOPSIAKOM K 06paboTke nepcoHanbHbIX AaHHbIX [Monb3oBaTenen.

3.4.3. brioknpoBaHue nepcoHanbHbIX AaHHbIX Ha CanTe OCyWecTBMASieTCA Ha OCHOBaHUM MUCbMEHHOTO
3asBrieHNs oT cybbekTa NepcoHasnbHbIX AaHHbIX.

3.5. YHnuTOXEHNE nepcoHarnbHbIX AaHHbIX.

3.5.1. log yHWYTOXEHMEM MnepCcoHanbHbIX AaHHbIX MOHMMAKTCA AEeNCTBMSA, B pes3ynbTate KOTOPbIX
CTaHOBUTCH HEBO3MOXHbIM BOCCTaHOBUTb COAEPXaHME MepCOoHamnbHbIX AaHHbIX Ha Cante uw/unm B
pesyrnbTate KOTOpPbIX YHNYTOXAKTCA MaTepuanbHble HOCUTENWN NEPCOHAanNbHbIX AAHHbIX.

3.5.2. CybbeKT nepcoHanbHbIX AaHHbIX BrpaBe B MMCbMEHHON hopme TpeboBaTb YHUYTOXEHWS CBOMX
nepcoHanbHbIX OaHHbIX B Clydae, €Cnu MepcoHanbHble AaHHble SABMAKTCA HEMOMHbIMMU, YCTapeBLUMMW,
HeJOCTOBEPHLIMW, HE3AaKOHHO MOJSTYYEHHBIMU UMM HE SABNAOTCA HEOOXoAMMbIMU ONs 3asBNEHHOW Lenuv
obpaboTku.

3.5.3. B cnyyae OTCYTCTBMSI BO3MOXHOCTM YHUYTOXEHMSA MepCcoHarbHbiX AaHHbIx OnepaTtop ocyuiecTensieT
OnoKknpoBaHme Taknx nepcoHarnbHbIX AaHHbIX.

3.5.4. YHWUTOXEHWE MepcoHanbHbIX [AaHHbIX OCYLUECTBASETCA MNyTeM CTupaHus WHdopMauunm c
NCMNOMb30BaHNEM CEPTUMULIMPOBAHHOIO NPOrpamMmMHOro obecneyeHnsi ¢ rapaHTUPOBaHHBIM YHUYTOXEHUEM
(B COOTBETCTBMM C 3agaHHbIMU XapaKTepucTMKamm Aris YCTAHOBIIEHHOIO MPOrpaMMHOro obecneyeHus c
rapaHTMpPOBaHHbLIM YHUYTOXEHNEM).

4. Cuctema 3aWmuThbl NepcoHanbHbIX AaHHbIX
4.1. Mepbl no ob6ecneveHnto 6€30NacHOCTN NepPCOoHarbHbIX JAaHHbLIX NpY X obpaboTke.
4.1.1. Onepatop npu obpaboTke MNepcoHarnbHbIX AaHHbIX 00583aH MPUHMMAaTb HeOoOGXOoAuMble NpPaBoOBble,
OpraHM3aunoOHHbIE N TEXHUYECcKMe Mmepbl unn obecneynmBatb UX MPUHATME ANS 3aWMUTbl NEPCOHaNbHbIX
AaHHbIX OT HEMPABOMEPHOrO UMW Cry4alHOro AOCTYMa K HUM, YHUYTOXEHUS, U3MeHeHUsi, GNokMpoBaHus,
KOMMpoBaHWs, nNpeaocTaBrneHnsi, pacnpocTpaHeHUst MNepcoHanbHbIX [AaHHbIX, a Takke OT WHbIX
HernpaBOMEPHbIX JENCTBUA B OTHOLLEHUUN NePCOHarNbHbIX AaHHbIX.
4.1.2. ObecneveHne 6e30MacHOCTV NepCcoHarbHbIX JAHHbLIX JOCTUraeTCH, B YaCTHOCTU:
— onpegeneHneMm yrpo3 6e30MacHOCTM MEPCOHANbHbLIX AaHHbIX NpU MX o0bpaboTke B MHEOPMALMOHHBLIX
cucTemMax nepcoHarsnbHbIX AaHHbIX;
— NPUMEHEHNEM OPraHU3auUMOHHBIX U TEXHUYECKUX Mep Mno obecneveHutio 6e30MacHOCTM NepCOHanbHbIX
OaHHbIX Npu nx obpaboTtke B MHPOPMALMOHHBIX CUCTEMAax MEePCOHAamNbHbIX AaHHbIX, HEOOXOAMMbIX AN
BbINONTHEHNS TPeBOBaHWI K 3aLLNTE NEPCOHANbHbIX AAHHbIX;
— MNPUMEHEHMEM nNpOLIeAnX B YCTAHOBMEHHOM MOPSAAKE NpoLeaypy OLEHKUM COOTBETCTBUSI CPencTB
3aWmTbl UHGOPMaLUK;
— oueHKor 3hPEKTMBHOCTM NPUHMMaEMbIX Mep No obecrneyeHno 6€30MacHOCTU NePCOHarnbHbIX OAaHHbLIX A0
BBOZa B aKcnnyaTtauuio MHPOPMaLNOHHOW CUCTEMbI MEPCOHarbHbIX AaHHbIX;
— Y4eTOM MaLLMHHbIX HOCUTENen NnepcoHarnbHbIX JaHHbIX;
— 0BHapyxeHneM (hakTOB HECAHKLIMOHUPOBAHHOMO AOCTYNa K NePCOHANbHbLIM AAHHBLIM U MPUHATUEM MEp;
— BOCCT@HOBIIEHMEM MepCOHanbHbIX AaHHbIX, MOAUMUUMPOBAHHBLIX UMW YHUYTOXEHHbLIX BCreACcTBue
HeCaHKLMOHMPOBAHHOIO JOCTYNa K HAM;
— YCTaHOBNEHMEM MpaBuil OOCTyna K MepcoHarnbHbIM OaHHbIM, obpabaTbiBaemMbiM B MH(OPMaLMOHHON
cucTemMe MNepcoHarbHbIX [AaHHbIX, a Takke obecneyeHMeM perncTpaumm u ydyeta BCEX [OENCTBUN,
COBEpLUAEeMbIX C NEPCOHarNbHbIMU SAHHBIMU B MH(DOPMALMOHHOM CUCTEME NEPCOHArbHbIX OAHHbIX;
— KOHTPOJSiEM 3a NPUHUMAEMbIMU MepaMu Mo obecneyeHnto 6e30MacHOCTM NepPCoHarbHbIX AAHHBIX U YPOBHS
3aLUULLEHHOCTM MHAPOPMALIMOHHBIX CUCTEM NEPCOHANbHbIX AaHHbIX.
4.1.3. Ona uenen [lonoxeHnss nog yrpo3amy 6€30MacHOCTU NEepPCOHarnbHbIX OaHHbIX MOHUMAaeTCH
COBOKYMHOCTb YCIMOBUA W (PaKTOPOB, CO3JatoLLUMX OMACHOCTb HECaHKUWOHWPOBAHHOrO, B TOM u4uchne



crnyyYyanHoro, AOCTyna K MNepcoHanbHbIM [aHHbIM, Pe3ynbTaToM KOTOPOro MOryT CTaTb YHUYTOXEHMWE,
u3MeHeHune, bnoknpoBaHue, KoNMpoBaHue, NpefocTaBneHne, pacnpocTpaHeHe NepcoHanbHbIX AaHHbIX, a
Takke WHble HenpaBoMepHble AENCTBUS Mpu nx obpaboTke B MHPOPMALMOHHOW CUCTEME MEPCOHAarbHbIX
AaHHbIX. [log ypoBHEM 3alUMLLEHHOCTWM MEPCOHaNbHbIX AAHHbIX MOHMMAaeTCs KOMMSIEKCHbIA MnokasaTenb,
Xapakrtepusylowun TpeboBaHMSA, WUCMOMHEHWE KOTOpbIX ObecneunmBaeT HeWTpanusauuio onpeaerieHHbIX
yrpo3 ©0e30MacHOCTM MNepcoHanbHbIX [AaHHbIX MNpM ux obpaboTke B MH(OPMALUOHHOW cuUcTEME
nepcoHarnbHbIX AaHHbIX.

4.2. 3awmwaemble cBeeHUs1 0 CyObeKTe NepCcoHanbHbIX AaHHbIX.

K 3awuwaembiv cBedeHMAM O CyObekTe MepcoHanbHbIX [AdaHHbiXx Ha CanTe OTHOCATCA [OaHHble,
Nno3BonsWMEe UOAEHTUPUUMPOBaTL CYOBLEKT MNepCoHanbHbIX AaHHbIX  WM/MNKM  NONy4YUTb O  HeM
AONONHUTENbHbIE CBEAEHWS, NPeAyCMOTPEHHbIE 3aKoHOAAaTeNbCTBOM M [NonoxeHnem.

4.3. 3awmuaemble 06bEKTbI MEPCOHANbHbLIX AaHHbIX.

4.3.1. K 3awmiiaeMbiM 06beKTaM NepcoHanbHbIX JaHHbIX HA CanTe OTHOCATCS:

— 00bekTbl MHopMaTM3auuMn N TeXHUYeCcKMe cpefcTBa aBTOMaTU3MpOBaHHOW 06paboTku mMHopmauuu,
coaepallen nepcoHarnbHble JaHHbIE;

— wuHdopmaunoHHble pecypcbl (6asbl  gaHHbIX, awnbl M Ap.), cogepxawue wuHdopmauno 06
VMHOPMALIMOHHO-TENEKOMMYHUKALMOHHBIX CUCTEMaX, B KOTOPbIX LMPKYNUPYIOT NepcoHanbHble AaHHbIE, O
cobbITHAX, NpoM3oLeLWMX C ynpaBnseMbiMM obbekTamMu, O NraHax obecrneyeHns 6ecrnepebonHom paboTbl
1 npoueaypax nepexona K ynpaBeHuIo B aBapUNHbIX peXnMax;

— KaHarmbl CBSI3W, KOTOPbIE MCMONb3YKTCA AN Nepefayn nepcoHasnbHbIX OaHHbIX B BUAE MH(OPMATUBHbIX
SMNEeKTPUYECKNX CUrHAMNoB 1 U3nYecKnx Nonew;

— oTyyxgaemble HocuTenn wHGOPMaLMM Ha MarHMTHOW, MAarHUTHO-ONMTUYECKOM U WHOW OCHOBE,
npuMeHsiemble ansg 06paboTkn nepcoHanbHbIX AaHHbIX.

4.3.2. TexHonornyeckas unHdpopmaums 06 MHEPOPMALMOHHBIX CUCTEMAX W 3NEMEHTax CUCTEMbl 3alUUTbI
nepcoHanbHbIX AaHHbIX, Nognexalwas sawmre, BKIYaeT:

— CBe[EeHNs O CMCTEeME yrnpaBneHns JOCTYNOM Ha 06bekTbl nHopMaTM3aumm, Ha KOTOPbIX OCYLLECTBSETCH
0o6paboTka nepcoHarnbHbIX OaHHbIX;

— ynpaBnswwasa wHdopmaumsa (KoHdUrypaumoHHble dannbel, Tabnuubl MaplpyTM3aunm, HaCTPOWKK
CUCTEMbI 3aLUUTLI U Mp.);

— TexHomnorumyeckass uHdopmauus CpeAacTB AOCTyrna K cucTtemMam ynpasreHust (ayTeHTuMdMKauMoHHas
WHdopMaLUms, KoY 1 aTpnbyThl AocTyna u ap.);

— XapaKTEPUCTUKM KaHaroB CBA3W, KOTOpblE NCMOMb3YOTCA ANA Nepefady NepcoHarnbHbIX AaHHbIX B BUAOE
WMHOPMATMBHBIX 3NEKTPUYECKMX CUrHAMNoOB 1 (OU3NYECKMX NONew;

— MHdopMauus O cpeacTBax 3aliMTbl NEepCoHarnbHbIX OaHHbIX, UX COCTaBe W CTPYKType, NMpuHUUNax u
TEXHUYECKNX PELUEHNSAX 3aLnThbl;

— cnyxebHble pAaHHble (MeTagaHHble) nosBnsowmecs npu pabote nporpamMmHoro obecnedeHus,
COOOLLEHNA M MPOTOKONOB MEXCETEBOr0 B3aMMOOEWCTBUSA, B pesynbtate o6paboTkM nepcoHanbHbIX
AaHHbIX.

4.4, TpeboBaHuA K cucTeEMe 3aluUThl NEPCOHANBbHbIX AaHHbIX.

Cunctema 3awuTbl MEpPCOHANbHbIX [AaHHbIX [OOMMKHA COOTBETCTBOBATb TpPeOOBaHWSIM MOCTAHOBIEHUS
MpaBuTtensctea ot 01.11.2012 Ne 1119 «O6 ytBepxaeHUn TpeboBaHWIA K 3almTe NepCcoHanbHbIX AaHHbIX
npu nx obpaboTke B MHPOPMALMOHHBLIX CUCTEMAX NMEPCOHANBbHbLIX AaHHbIX».

4.4.1. Cuctema 3almTbl NEPCOHanbHbIX AaHHbLIX OJPKHA obecneynBaTh:

— CBOEBpEeMeHHOe OBHapyXeHue n npegoTBpalleHne HEeCaHKLMOHUPOBAHHOIO AOCTyna K nepcoHanbHbIM
AaHHbIM 1 (MNK) Nepedayn Nx nuuam, He UMELLMM NnpaBa JOCTyNa K Takon MHopMauum;

— HegonyleHne BO3AENCTBUS Ha TeXHUYEeCKkne CpeacTBa aBTOMAaTM3NPOBaHHOW 06paboTku nepcoHanbHbIX
AaHHbIX, B pe3ynbTate KOTOPOro MoXeT ObITb HapyLIEHO X PYHKLUOHUPOBaHUE;

— BO3MOXHOCTb He3aMeAnMTeNbHOr0 BOCCTAHOBMEHMS MEePCOHanbHbIX OaHHbLIX, MOANMULUPOBAHHbIX UMK
YHUYTOXEHHbIX BCNEACTBUE HECAHKLMOHMPOBAHHOIO AOCTYNA K HAM;

— MOCTOSIHHBIN KOHTPOSb 32 0b6ecneyeHmemM YpoBHS 3aLLUMLLEHHOCTU NEPCOHArbHbIX AaHHbIX.

4.4.2. Cpeactsa 3awutbl uMHGOpPMaUMK, NPUMEHSEMble B MHGOPMAUMOHHBLIX CUCTEMAxX, OOSKHbl B
yCTaHOBMEHHOM NMopsiAke NPoOXoauTb NpoLuenypy OLEHKN COOTBETCTBUS.

4.5. MeToapl 1 cnocobbl 3awuTbl MHGOPMaLUM B MHOPMaLMOHHBLIX CUCTEMAX NMEPCOHasbHbIX AaHHbIX.
4.5.1. MeToabl 1 cnocobbl 3awmTbl MHpOPMALUN B MHAOPMALMOHHBLIX CUCTEMAX MEPCOHarbHbIX AaHHbLIX
OnepaTopa JOoMKHbI COOTBETCTBOBATL TpebOBaHNAM:

— npukasza ®CTIK ot 18.02.2013 Ne 21 «O6 yrBepxaeHun CocTaBa M cogepXaHUs OpraHu3aLMoHHbIX U
TEXHMYECKMX Mep no obecnevyeHuto 06e30MacHOCTU MNepCcoHanbHbIX AaHHbIX Mpu ux obpaboTke
VMH(OPMALMOHHBIX CUCTEMAaX NEePCOHANbHbIX OAHHBIXY;

— npukasa ®CB ot 10.07.2014 Ne 378 «O6 ytBepxaeHun CocTaBa U coAepXaHus OpraHvM3auMOHHbIX
TEXHMYECKMX Mep Mo obecnevyeHnto ©e30nMacHOCTM MNepcoHanbHbIX OaHHbIX npy ux obpaboTke
VMHOPMALMOHHBIX CUCTEMAaX MEePCOHanbHbIX OAHHbLIX C MCMOMNb30BaHMEM CPeAcTB KpunTorpaduyeckon
3aWmThl MHGOPMaUMM, HeobXoOUMbIX ANS BbINOMIHEHUSA YCTaHOBIEHHbIX [paBuTenscTBOM Poccuickon
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denepaumm TpeboBaHUN K 3aluMTe NepCOoHanbHbIX AaHHbIX AMS KaXAoro M3 ypoBHEW 3alluuLeHHOCTU» (B
cnydae onpegeneHua OnepaTopom HeOOXOOUMOCTM UCNONb30BaHUA CPEACTB KpUNTOrpadnyeckon 3aLmTsl
WHpopmaumm ana obecneyeHns 6€30NacHOCTM NEPCOHANbHbIX AaHHbIX).

4.5.2. OcHoBHbIMM MeTogamMmu W cnocobamy 3awuTbl MHAMOPMaUMM B MH(OPMALMOHHBIX CUCTEMAX
nepcoHanbHbIX AaHHbIX [lonb3oBaTenen SBNATCA MEeToAbl U CnocoObl  3awuTbl MHPOPMaUMM  OT
HeCaHKUMOHMPOBAHHOIro, B TOM 4uCMe CnyyYamHoro, AOCTyrna K MepCoHarnbHbIM OaHHbIM, pe3yrnbTaTom
KOTOPOro MOXET CTaTb YHWYTOXEHUE, MW3MEeHeHue, OnokMpoBaHMe, KOMMpPOBaHWE, pacrnpocTpaHeHue
nepcoHanbHbIX OaHHbIX, @ TaKkKe WMHbIX HECaHKLVOHMPOBAaHHbIX AEWCTBUW (Janee — meTodbl M cnocobbl
3awnTbl MHopmauun ot HCL).

4.5.3. Boibop n peanusaums meTogoB U cnocoboB 3awmnTbl UHopmaumm Ha Cante ocyliecTBnseTcs B
COOTBETCTBUU C pekoMeHAaLMaAMM perynaropoB B obnactu 3awmtbl nHgopmaumum — ®CTIK Poccun n dCh
Poccuun, ¢ ydyetom onpepensembix OnepatopoM yrpo3 6e30macHOCTM MepCOHanbHbIX AaHHbIX (Mogenu
yrpo3) 1 B 3aBMCUMOCTM OT Krnacca MH(pOPMaLMOHHON CUCTEMBI.

4.5.4. BblbpaHHble U peann3oBaHHble MeTOAbl U Cnocobbl 3awmTbl MHGopmaumm Ha CainTe [OMmMKHbI
obecneunBaTb HemTpanusauuo npegnonaraemblx yrpo3 6e3o0macHOCTV NepCcoHanbHbIX OAHHbBIX MPU KX
obpaboTke.

4.6. Mepbl 3aWnThl MHOOPMAaLMK, COCTaBASOLWEN NepCOHaNbHbIE AaHHbIE.

4.6.1. Mepbl no oxpaHe 6a3 AaHHbIX, COAepXalnx NepcoHanbHble AaHHble, NpuHMMaemble OnepaTopom,
AOIMKHbI BKMNoYaTh B cebs:

— onpegeneHne nepeyHs nHopMaLmm, COCTaBnAIoLLEN NepCcoHarnbHble AaHHbIE;

— OrpaHuveHue [JocTtyna K MHgopmaumn, coaepXkallen nepcoHanbHble AaHHble, MyTEM YCTaHOBMEHMS
nopsiaka obpalleHns ¢ 3ToN MHOPMaLMEN U KOHTPOIA 3a cobniogeHnemM Takoro nopsaaka.

4.6.2. Mepbl No o0xpaHe KoHMUAEHUManbHOCTM NHOPMAaLMK NPU3HAKOTCA Pa3yMHO AOCTATOYHbLIMU, €CN:

— UCKMNoYaeTca JOCTYN K NePCOHarnbHbIM JAaHHbIM N0ObIX TpeTbux nuy 6e3 cornacust OnepaTopa;

— obecneunBaeTcsi BO3MOXHOCTb UCMONb30BaHNS UHhOpMaLIUK, coaepKaLlen nepcoHanbHble gaHHble, 6e3
HapyLLEeHMs 3aKOHOL4ATENbCTBA O NEePCOHarbHbIX AaHHbIX;

— npu pabote c lNonb3oBaTenem ycTaHaBnMBaETCHA Takow MOpsSAoK gencteunm OnepaTopa, Mpu KOTOPOM
obecneynBaeTcs COXPaHHOCTb CBEAEHNI, CoAaepXKallux nepcoHarnbHble AaHHble MMonb3oBaTtens.

4.6.3. lNMepcoHanbHble OaHHble He MOryT ObITb MCMONb30BaHbl B LeNsX, NpoTMBopevawux TpeboBaHuaMm
denepanbHOro 3akoHa, 3allMTbl OCHOB KOHCTUTYLIMOHHOIO CTPOS, HPAaBCTBEHHOCTW, 340pPOBbSA, MNpaB W
3aKOHHbIX MHTEPECOB APYrMX nuuy, obecnevyeHnsi 060poHbI CTpaHbl U 6e3onacHocTM rocygapcrea.

4.7. OTBETCTBEHHOCTb.

4.7.1. Bce coTpygHukn Onepatopa, ocywecTBrswoowme obpaboTky nepcoHanbHbiX AaHHbIX, 06s3aHbl
XpaHUTb TalHy O CBEAEHMWAX, COAEPXaluX MepCcoHasnbHble AaHHble, B COOTBETCTBUM C [lonoxeHunewm,
TpeboBaHusiMn 3akoHoaaTenscTBa PO.

4.7.2. Jlvua, BMHOBHble B HapyweHun TpeboBaHum [lonoxeHnsa, HecyT NpeayCMOTPEHHYHO
3aKoHOoAaTenbCcTBOM PP OTBETCTBEHHOCTD.

4.7.3. OTBETCTBEHHOCTb 3a CObBMIOAEHUE peXMMa NepCcoHanbHbIX JAHHbIX MO OTHOLUEHUIO K MEPCOHAarbHbIM
AaHHbIM, HaxogsawmMmcs B 6asax AaHHbix Canta, HecyT OTBETCTBEHHble 3a 00paboTKy nepcoHanbHbIX
OaHHbIX.

5. 3aknunTenbHbIe NONOXEHUs
5.1. B cnyyae nameHeHus OencTtByiollero 3akoHogatenoctsa P®, BHeceHMs n3MeHeHWA B HOpMaTUBHblE
OOKYMEHTbl MO 3alMTe MnepcoHanbHbiX [OaHHbIX HacTosiwee [lonoxeHve [OencTtByeT B 4acTu, He
npoTMBOpeYalLlen JENCTBYIOLLEMY 3aKOHOAATENbCTBY A0 NPUBEAEHUS €r0 B COOTBETCTBUE C TAKUMW.
5.2. Ycnosusa Hactosiwero lonoxeHus ycTaHaBnMBaKTCHA, U3MEHSOTCA M oTMeHdAwTca OnepaTtopoMm B
OLHOCTOPOHHEM nopsake 6e3 npeaBapuTenbHoro ysegomrneHus MNonb3oBatensa. C MOMeEHTa pasMeLleHuns
Ha CaunTte HoBOM pepakumm [onoxeHus npegblgyllias pefakuus cyutaeTcs yTpaTuBLUEN CBOKW cuny. B
cnyyae CyLeCTBEHHOr0 W3MeHeHust ycrnoBumn Hactosiwero CornaweHus OnepaTop um3Belwlaetr o6 3TOM
Monb3oBatenen nytem pasmeLleHms Ha CaiiTe COOTBETCTBYHOLLIENO COOOLLEHNS.
5.3. Ecnu lMNonb3oBaTenb He cornaceH € ycrnoBuaMU HacTosdwero MNMonoxeHus, To OH JOMKEeH HeMeaNeHHO
yaanute ceon npocune ¢ Canta, B NPOTMBHOM Criydyae NpoAoSiKeHue ucnonb3oBaHus lonb3oBaTtenem
Caiita o3HavaerT, 4To [onb3oBaTenb cornaceH ¢ ycrnosusiMu HacTosiLero NonoxeHus.



